CALL FOR PAPERS
IEEE TRANSACTIONS ON

AUTOMATION SCIENCE AND ENGINEERING

®
Special Issue on

Resilient and secure networked multi-vehicle systems in complex environments

In recent years, important organizations such as Google, Amazon, and Facebook made significant
technological efforts to deploy civilian drones for the delivery of goods and services. The worldwide
unmanned vehicles (UV) market is USD 27.4 billion out of 2021 and is projected to arrive at USD 58.4
billion by 2026, at a Compound Annual Growth Rate of 16.4% from 2021 to 2026. As the quantity of
working robots increments across the globe, in turn will give rise to an increased number of security,
privacy, and safety threats will emerge.

The actual components installed in a drone require an organization of sensors and actuators that
communicate with the central control unit through a wireless link. Moreover, the increasing exploitation of
UVs in civil missions have put in light the need of defining unmanned traffic management systems subject
to dedicated rules. Accordingly, one of the key requirements for innovative traffic management systems
should rely on a higher level of interoperability amongst the actors involved in the shared environment. In
this respect, two key aspects require a particular attention:

* Increasing interconnectivity levels give rise to communication medium vulnerabilities (such as
spoofing, jamming and deception cyber-attacks).
* Interoperability leads to a more frequent use of commercial-off-the-shelf components.

Therefore, an important goal is to increase the capability to efficiently address various potential attacks that
might bring about a malignant conquest or misuse of involved vehicles. This open up the main following
threats:

» Revelation capabilities: the hostile agent can catch and reveal the upsides of constant information.

* Knowledge capability: means the capacity of the assailant to acquire earlier information on the
framework boundaries.

» Disruption capabilities: allude to the capacity of the attacker to interfere with the ordinary activity
of the framework. This can be resulting in Denial of Service (DoS) attacks.

As a matter of fact, UV can operate in many applications both civilian and defense such as Internet access,
Ambulance and medicinal services, Cinematography and aerial photography, Natural disaster control,
Construction, mining, and Agriculture, Reconnaissance, Recce, Package delivery, Aerotaxi services,
Surveillance in cluttered environments and so on. Therefore, multi-agent configurations (possibly time
varying), path planning procedures and resilient countermeasures represent the key elements to improve
the robustness of the fleet against the enemy cyber intrusions.

The key threats and challenges faced by multi-vehicle systems involve several critical aspects. One major
concern is integrity attacks, where the manipulation of sensor data or control inputs could compromise the
trustworthiness of system decisions. Availability attacks are another significant challenge, as they threaten



the operational stability of communication networks between vehicles and control units, potentially causing
disruptions due to jamming, network congestion, or denial-of-service (DoS) attacks. Additionally,
protecting the confidentiality of sensitive data is essential, as unauthorized access or exposure during
vehicle operation, particularly in public or contested environments, can have serious consequences. Lastly,
environmental disruptions, such as adverse weather conditions, GPS interference, or physical obstacles,
present ongoing risks to the safe and efficient operation of multi-vehicle systems in real-world scenarios.

Topics to be covered included but are not limited to:

*  Robust Path Planning: Ensuring safe, scalable navigation in complex environments.

* Resilient Control: Maintaining secure operations despite attacks or failures.

*  Cyber-attack Mitigation: Detecting and neutralizing malicious interference.

* Al Integration: Enhancing decision-making and adaptability in dynamic scenarios.

* Environmental Challenges: Overcoming adverse weather, GPS interference, and physical
obstacles.

* Interoperability: Seamless coordination among diverse vehicle platforms.

* Energy System Monitoring with Multi-Vehicle Platforms: Use of multi-vehicle systems, such as
drone swarms, for inspection and maintenance of energy infrastructure

Plan for advertising the Call for Papers (CFP) and handling the reviews of submissions

High quality paper selection criteria and a prompt review process will be ensured. The submission
evaluation will follow the standard IEEE Transactions on Automation and Science Engineering Journal
review process with all rules applied.

Once the paper submission deadline is passed, the lead guest editor will communicate with the other GEs
regarding the number of submissions and assign the papers to them by considering their expertise. The
assigned GEs will be responsible for the review process, and submit their recommendations along with the
reviews to the EIC, and the EIC will then make final acceptance or rejection decisions and communicate
with authors. To avoid conflicts of interest, GE contributions will be exclusively managed by the EIC.

Important Dates

* Paper submission deadline: August 31%, 2025

« Completion of the first round review: December 31%, 2025
« Completion of the second round review: March 31%, 2026
« Final submission due: April 30™, 2026

« Tentative publication date: July 1%, 2026
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Maria Pia Fanti, Politecnico di Bari, Italy, (mariapia.fanti@poliba.it)

Viceng Puig, Universitad Politecnica de Catalunya, Spain (vicenc.puig@upc.edu)
Francesco Tedesco, University of Calabria, Italy (francesco.tedesco@unical.it)
Youmin Zhang, Concordia University, Canada (ymzhang@encs.concordia.ca)



Paper Submission

All papers are to be submitted through the IEEE’s Manuscript Central for Transactions on Automation
Science and Engineering http://mc.manuscriptcentral.com/t-ase. Please select the Manuscript Category
“[Topic]-Based Special Issue” under “Type” in Step 1 and this specific Special Issue in Step 6 of your
article’s submission process. All manuscripts must be prepared according to the IEEE Transactions
on Automation Science and Engineering publication guidelines (http://www.ieee-ras.org/publications/t-
ase). Please address inquiries to francesco.tedesco@unical.it




